ATTACHMENT Il

BUSINESS ASSOCIATE AGREEMENT

The parties to this Attachment agree that the following provisions constitute a business associate
agreement for purposes of complying with the requirements of the Health Insurance Portability
and Accountability Act of 1996 (HIPAA). This Attachment is applicable if the Vendor is a
business associate within the meaning of the Privacy and Security Regulations, 45 C.F.R. 160
and 164.

The Vendor certifies and agrees as to abide by the following:

1. Definitions. Unless specifically stated in this Attachment, the definition of the terms
contained herein shall have the same meaning and effect as defined in 45 C.F.R. 160 and
164.

l.a. Protected Health Information. For purposes of this Attachment, protected health
information shall have the same meaning and effect as defined in 45 C.F.R. 160 and
164, limited to the information created, received, maintained or transmitted by the
Vendor from, or on behalf of, the Agency.

1.b. Security Incident. For purposes of this Attachment, security incident shall mean any
event resulting in computer systems, networks, or data being viewed, manipulated,
damaged, destroyed or made inaccessible by an unauthorized activity. See National
Institute of Standards and Technology (NIST) Special Publication 800-61, "Computer
Security Incident Handling Guide,” for more information.

2. Use and Disclosure of Protected Health Information. The Vendor shall not use or disclose
protected health information other than as permitted by this Contract or by federal and state
law. The Vendor will use appropriate safeguards to prevent the use or disclosure of protected
health information for any purpose not in conformity with this Contract and federal and state
law. The Vendor will implement administrative, physical, and technical safeguards that
reasonably and appropriately protect the confidentiality, integrity, and availability of
electronic protected health information the Vendor creates, receives, maintains, or transmits
on behalf of the Agency.

3. Use and Disclosure of Information for Management, Administration, and Legal
Responsibilities. The Vendor is permitted to use and disclose protected health information
received from the Agency for the proper management and administration of the VVendor or to
carry out the legal responsibilities of the Vendor, in accordance with 45 C.F.R.
164.504(e)(4). Such disclosure is only permissible where required by law, or where the
Vendor obtains reasonable assurances from the person to whom the protected health
information is disclosed that: (1) the protected health information will be held confidentially,
(2) the protected health information will be used or further disclosed only as required by law
or for the purposes for which it was disclosed to the person, and (3) the person notifies the
Vendor of any instance of which it is aware in which the confidentiality of the protected
health information has been breached.
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10.

Disclosure to Third Parties. The Vendor will not divulge, disclose, or communicate
protected health information to any third party for any purpose not in conformity with this
Contract without prior written approval from the Agency. The Vendor shall ensure that any
agent, including a subcontractor, to whom it provides protected health information received
from, or created or received by the Vendor on behalf of, the Agency agrees to the same
terms, conditions, and restrictions that apply to the Vendor with respect to protected health
information.

Access to Information. The Vendor shall make protected health information available in
accordance with federal and state law, including providing a right of access to persons who
are the subjects of the protected health information in accordance with 45 C.F.R. 164.524.

Amendment and Incorporation of Amendments. The Vendor shall make protected health
information available for amendment and to incorporate any amendments to the protected
health information in accordance with 45 C.F.R. 8 164.526.

Accounting for Disclosures. The Vendor shall make protected health information available
as required to provide an accounting of disclosures in accordance with 45 C.F.R. § 164.528.
The Vendor shall document all disclosures of protected health information as needed for the
Agency to respond to a request for an accounting of disclosures in accordance with 45 C.F.R.
8§ 164.528.

Access to Books and Records. The Vendor shall make its internal practices, books, and
records relating to the use and disclosure of protected health information received from, or
created or received by the Vendor on behalf of the Agency, available to the Secretary of the
Department of Health and Human Services or the Secretary’s designee for purposes of
determining compliance with the Department of Health and Human Services Privacy
Regulations.

Reporting. The Vendor shall make a good faith effort to identify any use or disclosure of
protected health information not provided for in this Contract. The Vendor will report to the
Agency, within ten (10) business days of discovery, any use or disclosure of protected health
information not provided for in this Contract of which the Vendor is aware. The Vendor will
report to the Agency, within twenty-four (24) hours of discovery, any security incident of
which the Vendor is aware. A violation of this paragraph shall be a material violation of this
Contract.

Termination. Upon the Agency’s discovery of a material breach of this Attachment, the
Agency shall have the right to terminate this Contract.

10.a. Effect of Termination. At the termination of this Contract, the Vendor shall return all
protected health information that the Vendor still maintains in any form, including any
copies or hybrid or merged databases made by the Vendor; or with prior written
approval of the Agency, the protected health information may be destroyed by the
Vendor after its use. If the protected health information is destroyed pursuant to the
Agency’s prior written approval, the Vendor must provide a written confirmation of

AHCA Contract No. FA___, Attachment Il, Page 2 of 3

AHCA Form 2100-0017 (Rev. JAN 05)



such destruction to the Agency. If return or destruction of the protected health
information is determined not feasible by the Agency, the Vendor agrees to protect the
protected health information and treat it as strictly confidential.

The Vendor has caused this Attachment to be signed and delivered by its duly authorized
representative, as of the date set forth below.

Vendor Name:

Signature Date

Name and Title of Authorized Signer
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