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WHY AM | RECEIVING ENCRYPTED MESSAGES?

IT’S THE LAW
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is the Federal law that requires the

Agency for Health Care Administration to encrypt any e-mail that contains Protected Health Information (PHI)

when it is sent outside the Agency.

WHERE DO | GO TO FOR HELP WITH IRONPORT?
Call CISCO Telephone Support toll free number: 1-866-412-6113. CISCO is the vendor contracted by the

Agency for Health Care Administration to secure and encrypt e-mail messages that contain PHI data. Cisco will
be able to help you with registration, technical assistance, resetting your account, problems connecting to their
server, or instructions on how to open a secured message. AHCA will not be able to reset your CISCO account or

password.

How Do | FORWARD AN ENCRYPTED [SECURED] EMAIL?
Secured messages can be opened only by the person to whom the message was originally sent. If you need to

forward the secured email, open the message from the secured site and then forward the opened email.

How LoNG Do | HAVE BEFORE | ACCESS MY ENCRYPTED MESSAGE FOR THE FIRST TIME?
An encrypted message will expire and be removed after approximately 2 weeks if it has not been opened. If the

message is not available, ask the AHCA employee to resend the information to you.

IS THERE A WAY TO HAVE ENCRYPTED MESSAGES SENT TO MY MAILBOX?
Encrypted emails sent from AHCA are managed by CISCO IronPort system. All encrypted email messages must

be retrieved from this location.

IF | AM OUT OF THE OFFICE, CAN SOMEONE ELSE RETRIEVE ENCRYPTED MESSAGES FROM MY ACCOUNT?
No. Secured messages can be opened only by the person for whom the message was originally sent.
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How Do | OPEN AN ENCRYPTED EMAIL MESSAGE?
STEP 1: OPEN THE EMAIL RECEIVED FROM THE AGENCY FOR HEALTH CARE ADMINISTRATION

When an encrypted (or secured) email is received, your email service will show the email as a message
pertaining to how the Agency for Health Care Administration is committed to protecting personal information

as required by state and federal law.

Look under the To: field where your personal email address is shown and click the link that reads

“securedoc.html”.
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STEP 2: REGISTER YOUR EMAIL ADDRESS WITH CISCO

NOTE: This is a one-time registration process.

When you receive the Registered Envelope for the

first time, you must register with the service. To do e

I From: Gavin, Beverly <gavinb@ahca.myflorids.com=

To: gavinbsg@camcast.net
this, click the Relgister button located on the picture Subject:

Review the Patient List

. . . register. After registering, come back to >
of the envelope. A new Registration Form will appear eriinue opening fhe mesage.
Select a different address

mmm
cisco
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STEP 3: ACTIVATE YOUR ACCOUNT

After you have registered, a message will appear with instructions on

How to Activate Your Account. Simply, Check Your Email.

You will receive a new email message similar to the picture below.

Complete the ONE TIME NEw REGISTRATION FORM then

click the Register button.

I NEW USER REGISTRATION

Thanks! You've created a Cisco Registered Envelope
Service account. To complete your registration,
please activate your account.

How to Activate Your Account

Check Your Email
You will soon receive an email message at:

companyprivate@ymail.com. Follow the instructions
in the email to activate your account.

To exit this page, close your browser window.

£ Home || Inbox 3 [nessages

® | Information Requested: x|

il Delete [ Reply ¥ [ Forward [ % Move> L3 Print  More Actions = View *
[]|@ | From Subject Date - Size | &
[ | Do Mot Reply Please activate with CRES Thu, 7/30/09 1:30 PM BKB
[l Gavin, Beverly Information Requested: Encrypt Tue, 7/28/09 5:48 PM 13%E #
] Yahoo! Welcome to Yahoo! Tue, 7/28/09 3:12 PM 1KB
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Open the email message and follow instructions to activate your account.

1. Click the link: Click here 1

appears stating that an a

o activate this account. An EMAIL ADDRESS CONFIRMED notification

count has been activated for you.

Please activate with CRES
Do Not Reply <DoNotReply@res.cisco.com> [ adH

To: companyprivate@ymail.com

Standard Header +
Thursday, July 30, 2009 1:30:17 PM

Activation

Dear Beverly §mmons-Gavin,

Thank you for fegistering with Cisco Registered Envelope Service. To complete your registration, you must confirm your intent to register

and your acce;ance of the Terms of Service by activating your account.

Click here to activate this account.

You can also activate this account by going to <https://res.cisco.com/websafe/activate= and entering this confirmation number:

6393f1c32957b6cc7f0000019913e6fe

To stop the registration process you can cancel this account.

Click here to cancel this account.

*You can also cancel this account by going to <https://res.cisco.com/websafe/cancelActivation= and entering this cancellation number:

6393f1c32957b6cc7f0000019913e6fe

IMPCRTANT

To help keep your personal information safe, Cisco recommends that vou never give your CRES password t

employees.

Welcome to CRES!

To know more about Cisco Registered Envelope Service, see https://res.cisco.com/websafe/about
[res.cisco.com/websafe/termsOfService

Terms of Service: http

Privacy Policy: htto

w.ironport.com/privacy/

STEP 4: OPEN THE SECURED EMAIL

EMAIL ADDRESS CONFIRMED

You have activated the account for
companyprivate@ymail.com. Registration for this
email address is now complete. To exit this page,
close your browser window. After exiting this page,
return to your Registered Envelope and enter your
password to open it.

When you close the EMAIL ADDRESS CONFIRMED window, the Cisco Registered Envelope Service appears.

Enter your Password: then click OPEN ONLINE to open the secured email message.

Help
I From: Gavin, Beverly <gavinb@ahca.myflorida.com= Message Security: Medium
To: companyprivate@ymail.com .
e 4 Personal Security Phrase

Subject: Inf§Fmation Requested: Encrypt Your personal phrase is

] not enabled on this
Password: machine.

Forgot password? More info

7] Remember me on this computer.

OPEN ONLINE

Select a different address
Submit your password above to open your message online

cisco

REMEMEBER: You only have to
register your email address
one time. After your account

haz been created, future

encrypted messages can be
opened by entering vyour

Password: then click Open

Online.
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