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IRONPORT 
EMAIL ENCRYPTION 

 

 

NNOONN--AAHHCCAA  EEMMPPLLOOYYEEEE  
FFrreeqquueennttllyy  AAsskk  QQuueessttiioonnss  

[FAQ] 
 

WWHHYY  AAMM  II  RREECCEEIIVVIINNGG  EENNCCRRYYPPTTEEDD  MMEESSSSAAGGEESS??  
IT’S THE LAW 
The Health Insurance Portability and Accountability Act of 1996 (HIPAA) is the Federal law that requires the 

Agency for Health Care Administration to encrypt any e-mail that contains Protected Health Information (PHI) 

when it is sent outside the Agency. 

 

WWHHEERREE  DDOO  II  GGOO  TTOO  FFOORR  HHEELLPP  WWIITTHH  IIRROONNPPOORRTT??  
Call CISCO Telephone Support toll free number:  1-866-412-6113.  CISCO is the vendor contracted by the 

Agency for Health Care Administration to secure and encrypt e-mail messages that contain PHI data.  Cisco will 

be able to help you with registration, technical assistance, resetting your account, problems connecting to their 

server, or instructions on how to open a secured message.  AHCA will not be able to reset your CISCO account or 

password. 

 

HHOOWW  DDOO  II  FFOORRWWAARRDD  AANN  EENNCCRRYYPPTTEEDD  [[SSEECCUURREEDD]]  EEMMAAIILL??  
Secured messages can be opened only by the person to whom the message was originally sent. If you need to 

forward the secured email, open the message from the secured site and then forward the opened email. 

 

HHOOWW  LLOONNGG  DDOO  II  HHAAVVEE  BBEEFFOORREE  II  AACCCCEESSSS  MMYY  EENNCCRRYYPPTTEEDD  MMEESSSSAAGGEE  FFOORR  TTHHEE  FFIIRRSSTT  TTIIMMEE??  
An encrypted message will expire and be removed after approximately 2 weeks if it has not been opened.  If the 

message is not available, ask the AHCA employee to resend the information to you. 

 

IISS  TTHHEERREE  AA  WWAAYY  TTOO  HHAAVVEE  EENNCCRRYYPPTTEEDD  MMEESSSSAAGGEESS  SSEENNTT  TTOO  MMYY  MMAAIILLBBOOXX??  
Encrypted emails sent from AHCA are managed by CISCO IronPort system.  All encrypted email messages must 

be retrieved from this location. 

 

IIFF  II  AAMM  OOUUTT  OOFF  TTHHEE  OOFFFFIICCEE,,  CCAANN  SSOOMMEEOONNEE  EELLSSEE  RREETTRRIIEEVVEE  EENNCCRRYYPPTTEEDD  MMEESSSSAAGGEESS  FFRROOMM  MMYY  AACCCCOOUUNNTT??  
No.  Secured messages can be opened only by the person for whom the message was originally sent. 

  

CISCO Telephone Support 
Toll Free 1-866-412-6113 

M-F 8am to 8pm EST 
Email: support@res.cisco.com 

Additional Resources: 
IronPort Frequently Asked Questions [FAQ] 

 

mailto:support@res.cisco.com
https://res.cisco.com/websafe/help?topic=FAQ
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HHOOWW  DDOO  II  OOPPEENN  AANN  EENNCCRRYYPPTTEEDD  EEMMAAIILL  MMEESSSSAAGGEE??  
STEP 1:  OPEN THE EMAIL RECEIVED FROM THE AGENCY FOR HEALTH CARE ADMINISTRATION 

When an encrypted (or secured) email is received, your email service will show the email as a message 

pertaining to how the Agency for Health Care Administration is committed to protecting personal information 

as required by state and federal law. 

Look under the To: field where your personal email address is shown and click the link that reads 

“securedoc.html”. 

NOTE:  If your Internet Explorer Pop-

up Blocker is turned, you will need to 

turn this feature off. 

 
 
 
 
 
 
 
 

From the File Download box, click Open 

and the CISCO Registered evelope will 

appear. 

 

 

 

STEP 2:  REGISTER YOUR EMAIL ADDRESS WITH CISCO 

NOTE:  This is a one-time registration process. 

When you receive the Registered Envelope for the 

first time, you must register with the service.  To do 

this, click the Register button located on the picture 

of the envelope. A new Registration Form will appear 

   

IMPORTANT NOTICE ABOUT 
FORWARDING A SECURED 

EMAIL 
 
SECURED MESSAGES CAN BE OPENED 

ONLY BY THE PERSON FROM WHOM 

THE MESSAGE WAS ORIGINALLY SENT. 

 

IF YOU NEED TO FORWARD THE 

SECURED EMAIL, OPEN THE MESSAGE 

FROM THE SECURED SITE AND THEN 

FORWARD THE OPENED EMAIL. 
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Complete the ONE TIME NEW REGISTRATION FORM then 

click the Register button. 

 
 
 
 
 
 
 
 
 
 

 
STEP 3: ACTIVATE YOUR ACCOUNT 

After you have registered, a message will appear with instructions on 

How to Activate Your Account.  Simply, Check Your Email. 

 

You will receive a new email message similar to the picture below. 
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Open the email message and follow instructions to activate your account. 

1. Click the link:  Click here to activate this account. An EMAIL ADDRESS CONFIRMED notification 

appears stating that an account has been activated for you. 

  

 

STEP 4:  OPEN THE SECURED EMAIL 

When you close the EMAIL ADDRESS CONFIRMED window, the Cisco Registered Envelope Service appears.  

Enter your Password: then click OPEN ONLINE to open the secured email message. 

.  

 
 


